How to Choose the Right Disaster Recovery Partner
A few years ago, a managed services provider[footnoteRef:1]  went bankrupt and announced to clients they had two weeks to remove all data and resources from its cloud. Needless to say, Ccustomers were stressed. Most companies cannot move that quickly. What would you do? How would you respond to move and protect your data from loss and theft as well ensure business continuity? Why didn’t somebody anticipate what to do if the DR plan or provideradvisor failed? [1:  Nirvanix failure – a blow to the cloud storage model? ComputerWeekly.com] 

History is litteredfilled with technology providersadvisors who have come and later disappeared from the industry landscape, failing to ensure the security and safety of their customerslients. With little or no recourse, Through misplaced advice those companies found themselves in precarious situations with, threatening business continuity and even their existence, threatened. As a stakeholder in your company’s success and longevity and success, how do you guard against selecting the wrong DR provideradvisor? 
Let’s start first by identifying the most common issues contributing to the failure of DR transactions. These not only threaten the reputation of the DR provider but more importantly the business continuity of their customerslients. Most DR failures can be linked to one or more of the following behaviors:	Comment by Lucie Mann: Should this be performance?
· Falling short of Failing to meet Service Level Agreements (SLAs) –  If theprovidersy  cannot meet basic SLA requirementswhat they promise, you cannot trust their ability to protect your assets
· Unprepared to protect all the critical data – When the DR solution does not Without identifying and includeing all critical data areas,  included in the DR plan, failure is inevitablesured; backups are not the solution	Comment by Lucie Mann: Should this be its own bullet?
· Unable to meet Recovery Point objectives – Without collaboratingsharing  on which data needs which level of what needs protection and understanding how your how the systems work, there is no way of achieving RPOs consistently
· Neglecting to perform sufficient fail-over ttesting - You will never know how the DR solution will performwhat will happen unless your provider tests it regularly and you test, and continue to test when changes occur to the environment or business performance requirements
As a stakeholder in your company’s success and longevity, you need to ensure these DR blunders do not occur in your environment. To find an experienced and respected DR provider to join your team, interview DR providers and ask the following questions.	Comment by Lucie Mann: This is exactly the same phrase as used above. 
Evaluating What to ask your pPotential DR Pproviders
As a stakeholder in your company’s success and longevity, you need to ensure these DR blunders do not occur in your environment. To aid in evaluating and selecting an experienced and respected DR provider to join your team, you should sit down with your prospects and ask very specific questions. The investment up front is Knowing what to ask potential DR providers is critical to limiting your risk up front and finding a partnersomebody you can work with and trust to achieve your DR objectives. Questions to include in your discussion with prospective DR providers follow:Ask questions which reflect what your DR provider should be concerned with every day.	Comment by Lucie Mann: This is exactly the same phrase as used above. 
Q: How do you measure your SLA performance and how is it tied to your mutual success?compensation? 
A: The key to defining and measuring and success is how the provider performs testing (see next question). An SLA is a contract. It is an obligation. Without providing the service they promise, you are at risk and they should be held responsible. DR providers should have financial stake in the partnership where their compensation depends on your success. 
If the provider cannot meet agreed upon SLAs, it’s time to discontinue the relationship. They should have financial stake in the partnership where their compensation reflects success. How do you prove success? The key is how the provider performs testing (see below). 
Q: How will you ensure that can you be sure we are protecting all our critical data is protected?
A: Your environment and requirements are unique. The DR providers should work with you to clearly understand your business and the systems that comprise your infrastructure so they can identify which data areas are critical for protection.
be interested and concerned about what systems comprise your infrastructure. As a customer you need to share critical information about your systems with your provider to effectively consult with you. This reciprocity determines the success or failure of your DR plan. A provider should work with your stakeholders to clearly understand what you are doing and to identify which data areas are critical for DR protection.
Q: How will you would you approach meeting our Recovery Point Objectives (RPO)?
A: To meet your RPOs, you andthe  your DR provider must know specific details about yourthe system and use that knowledge to select the right technology solution. Keeping this information close to the vest prevents the provider from providing the best advice. The reason for this is. Once the provider has selected the technology for the job, it must then be aligned with right approach.that there are many possible technologies available. Which should be applied depends on the properties of the task. In other words, a technology may be fantastic but not for all tasks. Without knowing what you are protecting and how it is managed internally,  So it is the responsibility of your provider to manage the technology so that it serves your RPO needs. your method of applying the technology must be correct for you to meet your RPO. And it is not just about the replication point to which you must replicate (e.g., are you looking at 5 seconds ago, 30 seconds ago or yesterday?). RPO is more about a specific business-defined value objective, where the system HAS TO BE to withstand a massive impact on the business when an unexpected outage occurs.
Q: How do you plan and coordinate your fail-over testing?
A: TYou will see testing is conductedscheduled anywhere from once a year1x per year to more frequentlyoften, depending based on business performance objectives. Most providers allow for a minimum of testing 2x per year. Depending on the sophistication of the customer and the resources of the provider, testing could be more flexible. For example, a more advanced customer would ideally be able to conduct testing on their own. However, most organizations’ IT teams do not have DR expertise or the necessary time. 
The DR expert should work with the company’s project manager and focus on targeted objectives, doing incremental changes to the environment. The best relationship is when the DR provider is fully engaged with the customer and does not leave testing for the customer to figure out, which often is the scenario with a large, impersonal DR provider. Ideally, the DR should be integrated with the customer’s change management system so when changes occur, the provider can confer with the customer if the corresponding data is still protected. 
In reality, testing does not always work first time. You may have to go through several iterations. An experienced provider willho o act as an extension of the customer’s IT team and take proactive measures such as hooking into change management so they can stay ahead of updates to critical data DR settings. Providers should also ffers creative workshops and table-top exercises can leverage testing to predict potential outcomes and check them against SLAs. for potential disasters before they happen and provide your staff with the necessary confidence. If your DR provider drives this effort to successfully meet SLA objectives, you will be prepared knowing that your DR solution works. 

Q: How do you allocate DR resources? 
A: The provider should allocate resources as needed, to relieve the IT staff from the burden of juggling DR, while working on higher day-to-day priorities in the production environment. It is important to know exactly what the DR provider is providing and that you have the resources you need as you need it. If a disaster occurs, you will need to ensure that you can operate business safely out of the DR data center for a potentially extended period. Unfortunately, many providers do not have the backend infrastructure and resources to cover customer workloads. This could be a problem when a failover event occurs, and you discover (too late) the data center environment does not perform as advertisedis not the kind of infrastructure you would want to run on.
 The ultimate proof point to resource allocation is testing the company resources that matter.  It’s important to Ppay close attention to the user experience during the test because it is likely a prelude to what will occur in a real disaster scenario. An expert With a DR provider canwho modifyies resource allocation as a customer’s requirements change, as well as be able to and the willingness to integrate new technologies into the DR environment as needed. , you may find that your failover experience is better than your current primary environment. Resources matter. Unfortunately, if the DR provider does not have the right allocation on the backend, the DR solution will not work.	Comment by Lucie Mann: The customer’s resources or the provider’s resources?This is a little vague. 
Q: Can you provide us with information about your company finances, history, and experience? Do you have references we can contact?Have you won any awards?
A: By gathering recent financial information you can gauge provider’s business solvency. You also want a provider who has extensive experience in disaster recovery and years of successful engagements. Ask for referrals, testimonials and case studies. You may also want to ask your colleagues what they may know to determineSee if the provider is respected in the industry.
[bookmark: _GoBack]Choosing a Ddisaster rRecovery partner is important to your business continuity. As “the devil is in the details,”,” you need to ask potential providers the detailed questions that will uncover the details that will inform you about their skillset, resources, ability and determination to ensure your success. The right DR partner will be a part of your team and get your back during successfully work with you and your team to assess, strategize, implement and operate your DR solution to be ready for any disaster that may occur.
For further information, refer to Data Recovery as a Services (DRaaS).



